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As a Docker Swarm Maintainer

o Contributed to the project in December 2014
o Promoted to be a Maintainer in August 2015




Docker Swarm

o NWanUTszUUIRNTSAAFIRaSd 1150 Docker
e Scale 168v5:a1 1,000 Trius

Docker Swarm
10+ Million Installations
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Project Swarm2K

o Swarm addwasiiluaiignlulan auis 2,300 « node
o adduannauaismdauatansniu Docker community 37nviaTan
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Workshop Agenda

Container concept reviews
Docker for Developer
Intermediate Concepts
Advanced Concepts



Workshop Outcome

Docker Concepts

Docker Basics

d5179 /| 3mn15 Docker Cluster
Docker Networking
Multi-Cloud Cluster



What’s new in Docker 1.10 ?

e 11 DNS ivlu libnetwork ‘lafunu
[etc/hosts
o FUUAUU —-ip 1MUY N
container § fixed IP 22961712y
o 12U 1d919 Data Plane 7isiavsey IP




What's new in Docker 1.11 ?

e °l<f runC 3w Runtime
o dduauu OCl standard
o Runtime Portability

e DNS round-robin
o @1 containers 1< alias tfiannu




What’s new in Docker 1.12 ?

e Swarm mode
e Distributed Discovery model
e Routing Mesh load-balancer
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witz1in Docker
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Software Container ?




Software Container ?

e Solaris Zones
e [ XC - Linux Containers

e Docker i1l Container ‘11891 (Commodity)

docker
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Container wax Docker

Multiplicity of

Multiplicity of Stacks

hardware
environments

Docker is a shipping container system for code

#® Staticwebsite % User DB g¢® Web frontend :' Queue oe AnalylicsDB =

o

g

'E

g

An engine that enables any E-

payload to be encapsulated -
as a lightweight, portable,
self-sufficient container...

FEESERESEESESEEEEEEEEEEEEEEER IEE S EE RS S ESEEEENEEEEREEREEEEREE
...that can be manipulated using
standard oporations and run
consistently on virtually any
hardware platform

_- — .- 4
Development DA, SErves Customer Data Public Cloud Production Confributor's

WM Center Cilustar laptop

PRI
sdde pue SasiAas o

Apnb pue Ajyloows

ayeadiw | uey
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...to Build, Ship, and Run

Source

QA

Staging
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A sweet & colorful layered #Thai dessert is the
analogy of @Docker images used in my
training:

E’... I l"b:.-‘. o Y
RETWEETS LIKES
4 15 =2DH&E0ES
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Tool that makes Container Commodity

o Commodity ¢ivlv?

e Build - 158519 / vinane Container vin lodnagiuun

e Ship - N15¢118 Container vin'lene tws1¢le Union File System tgiunaiag

o AUFS
o  DeviceMapper Thin Provision
o BTRFS
o Overlayl File System
e Run - n15d95u Container dxnn

o  $ docker run nginx

...to Build, Ship, and Run

19



Containers isunu Virtual Machines

Containers vs. VMs

VM

Containers are isolated,
but share OS and, where
appropriate, bins/libraries

Container

Docker Engine

Host 05
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Container “lt5uAu VM itlusduuvidné

" Your Datacenter or VPC

App 5 App 6

=
: Docker
T Docker Engine
Docker Engine

App 7

Bins/Libs

Operating System Hypervisor

Physical Server

Physical Server

"
= — o - o e s e — o — . e s mes o = . - - = = = e o = @ -— e
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S e
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libcontainer - Overhead ¢in

Docker

libcontainer

l

libvirt

|

l |

systemd-
nspawn

-

Ixe

Linux

cgroups  hamespaces  netlink

selinux
capabilities

netfilter

apparmor
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duluduu Software Defined Network s=#u Application

| ADockerContainer | " ADockerContainer ' ADockerContaner |
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sduvuunis Deployment szuvil 2000 ieuil 2016

1l 2000
Deploy livias
1 LHaUASY, 3 LHUASY
Monolithic

(MBI INSHLISALREN)

~ Scaled Up
(\r3av9lual LATDILAET)

il 2016

Deploy Juas 2 A4

Microservices
(Manun111 natansuIsa,
LNIEAUNRIN 9)

| Scaled Out
(MAaLLA3aY DINAFNIN LU/ NEFN)
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vinag1v'ls szuvuvu Production vz lainie?

"l install package

"l upgrade

"lsi remove vi3a downgrade
"3 patch wiiue security bug
luiuAlnWa config

Tl Lilla
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vinag1v'ls szuvuvu Production vz lainie?

"1 install package

"l3i upgrade

"lsi remove vi3a downgrade
"l patch wiiwe security bug

TauAIna config Container Isolation

. Your Databenter or VPC

Software Container Aopd
1
Fwla =
Docker Engine “ m “

Operating System

Physical Server

Physical Server



Isolation LusesiufinngasTviduas Kernel 16

ubuntu@ubuntu:~/ebpf_mapfd_doubleput_exploit$ ./doubleput

starting writev

woohoo, got pointer reuse

writev returned saccessfully. if this worked, you'll have a root shell in <=6@ seconds.
suid file detected, launching rootshell...

we have root privs now...

root@ubuntu:~/ebpf_mapfd_doubleput_exploit# whoami

root

@ Ben Hall i
‘ 1 do enjoy ood Linux Kernel exploit on a Friday afternoon... Especially wh ker protects the hos
' ¥ 121




Isolation LusesiufinngasTviduas Kernel 16

Ben Hall @Ben Ha !
I do enjoy a good Linux Kernel exploit on a Friday af ialh : < s the host from it :)

¥ 121




Pet vs. Cattle

https: //plxabay com/en/klttens-cat cat- puppy-rush 555822/ _



http://www.geograph.org.uk/photo/236877
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4f Cloud 13413lu Cloud

https://pixabay.com/en/photos/clouds/
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Vinluszuuuuuin Scale 1da1n?

LASaY
+ dnNLLINdaN

e 1M1
NIU




Vinluszuuuuuin Scale 1da1n?

1309 (VM) /\

LAY /\

R 1M
NIU

l[: LASDY /\

LAY /\

EA I
NI
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Container Isolation - .3ui Dev

<< buffers

° o p—— 10 Sasecustes

SPEC.yml  provision.yml
i
base-cluster digitalocean
0.1.0
Base cluster pack:
debian-8
version sgpl
provision.ynl
composition.yml consul://${consul’
> ethe:2376

This package provides a Swarm a
that form cluster via the consul discovery service.
consul://${consul 500/discovery

An overlay network is pre-configured
and available as the ‘multihost™ network.
- docker network create --driver overlay multihost

digitaloc
2

debian-8-x64

consul://${consul
ethg: 237t

onsul://${consul}:8500/discovery

NORMAL >> SPEC.yml < yaml << < 1 trailing(8] }| provision.yml <yaml << 3% :




Glossary

Docker

Docker Engine
Docker Client
Docker Daemon
Docker Cluster
Docker Containers
Docker Images
Docker Registry (Hub)

taptop karges deploying
souree E
E E BTV ide

-

EQ i Ryhweighi ” 'E
-

#8“ deployment

platiormagnastic makes =

blocks §

e PAEINISE

Elanas
B
-
]
SO HBISHT
§am =
open i
g 2
afeasahiie|
T ET]

Fumeas

i" elperiense
Release

hacvend huilding

lejnaned i
-
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fne Docker






Docker for Mac & Windows

. Adn1sNangag s uaN‘leE Docker
o yUu OS N lule Linux

e https://docs.docker.com/engine/installation/windows/
e https://docs.docker.com/engine/installation/mac/
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uw Linux - Docker Installation

#!/bin/sh
set -e
#

This script is meant for quick & easy install via:
gdcurl -sSL https://get.docker.com/ | shj

or:
"wget -qO- https://get.docker.com/ | sh'

For test builds (ie. release candidates):
"curl -sSL https://test.docker.com/ | sh’
or:
'wget -qO- https://test.docker.com/ | sh’

For experimental builds:

"curl -sSL https://experimental.docker.com/ | sh'
or:

'wget -qO0- https://experimental.docker.com/ | sh’

Docker Maintainers:
To update this script on https://get.docker.com,
use hack/release.sh during a normal release,
or the following one-liner for script hotfixes:
s3cmd put --acl-public -P hack/install.sh s3://get.docker.com/index

H o o H HHHHHEHHHHHEHHH NN H

40



Test and Experimental Channels

e Test Channel
https://test.docker.com
e Experimental Channel

https://experimental.docker.com

41



Software in Docker Toolbox

Docker Machine
Docker Compose
Docker Client
VirtualBox
Kitematic

42



Docker - Check Version

debian-1gb-sgpl1-81:~
docker wversion
Client:
Version: 1.18.8-rc2
API version: 1.22
Go version: gol.5.3
Git commit: clcdche
Built: Wed Jan 27 22:14:06 2816
0S/Arch: linux/amde4

Server:

Version: 1.18.8-rc2

API version: 1.22

Go version: gol.5.3

Git commit: clcdcbe

Built: Wed Jan 27 22:14:06 2816
0s/Arch: linux/amde4
debian-1gb-sgpl-01:~

43



Command Line

$ docker version

“ Bitvise xterm-256color
debian-1gh-sgpl-81:~

docker wversion
Client:

Version: 1.10.8-rc2

API version: 1.22

Go version: gol. 5.3
Git commit: clcdcke
Built: Wed Jan

27 22

05/Arch: linux/amd64

Server:

Version: 1.10.8-rc2

API version: 1.22

Go version: gol.5.3
Git commit: clcdcke
Built: Wed Jan

27 22

0s/Arch: linux/amde4

debian-1gb-sgpl-81:~

:14:86

:14:86

2816

2816

44



n15t9au Dockerfile



Dockerfile: FROM

FROM php:5.6.17-apache

-

r daemon 34.3 kB




Command “build” & “images”

$ docker build -t app .

q

P

34.3 kB

47



Command “build” & “images”

$ docker images

T-apache

48



Dockerfile Instructions

FROM
MAINTAINER
ADD

COPY

RUN
ENTRYPOINT
CMD

49



Dockerfile Example: busybox glibc

[‘ tianon Change variants to be libc variants instead

1 contributor

4 lines (3 sloc) 45 Bytes

FROM scratch
ADD busybox.tar.xz /
CMD ["sh™]

50



Dockerfile Example: php 5.5

68 lines (58 sloc) | 2.38 KB Raw Blame History [
FROM debian:jessie

RUM apt-get update && apt-get install -y ca-certificates curl librecode@ libsglite3-8 1ibxml2 --no-install-recommends &% rm -r fvar/lib/apt

RUN apt-get update &% apt-get install -v autoconf file g++ gcc libc-dev make pkg-config relc --no-install-recommends &% rm -r Jfvar/lib/fapt/

EMV PHP_INI_DIR fusr/localfetc/php
RUM mikdir -p $PHP_INI_DIR/conf.d

EMV GPG_KEYS @B966@9E270F565C13292824C13C70BE7267B520 BBDYBESFO75@80452838F95DFERS7DOA9BDOAEC] F38252826ACD957EF3BBD39F2F7956BC50AB4B5D
RUN set -xe \
&% for key in 3GPG_KEYS; do %
gpg --keyserver ha.pool.sks-keyservers.net --recv-keys "Skey"; \

cone

ENV PHP_VERSION 5.5.31




Inside our “app” container

$ docker run -i -t app /bin/bash
# s -al

# exit

52



Prepare a program

File: src/index.php

<?php
phpinfo()

o>

e
-8l:~/pro

build -t app




Dockerfile: COPY

File: Dockerfile

FROM php:5.6.17-apache

COPY src/ [var/www/html

i~fprojects

d context to Docker daemon 34.3

| 5.6.17-apache

buil

i

var fwnn /html




Copy programs and re-build

$ docker build -t app .

ldebian-1gb
build -t app

projects

» daemon




Docker: run

$ docker run -p 80:80 -t app

Ctrl-C to exit (but the container is still running)

Could not relial
the \ame

 this me

r qualified domain name, usin

ache/2.4.18 (Debian

56



System Linux 87b5b3aZcaal 3.16. 0-4-amd64 #1 SMP Debian 3.16 7-cki11-1+debBu5 (2015-10-09) xB6_64

Build Date Jan 7 2016 22:54:14

Configure Command " lconfigure’ —with-config-file-path=/usrlocalietc/php’ —with-config-file-scan-dir=/usrflocalletc/phpiconfd’ —with-
apxs2’ —disable-cgi’ '—enable-mysqlnd —with-curl’ —with-openssl —with-readline’ '—with-recode’ —with-zlib’'

Server APl Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path fusrfocalfetc/php

Loaded Configuration File {none)

Scan this dir for additional .ini files fusrilocalletc/phpficonfd

Additional .ini files parsed {none)

PHP API 20131106

PHP Extension 20131226

Zend Extension 220131226

Zend Extension Build API220131226 NTS

PHP Extension Build API20131226 NTS

57




Docker: ps

$ docker ps

58



Docker: ps-g

f# Show only the container’s IDs

$ docker ps-q

From daemon: You c a running container.
= attemmti

remowve




Docker: rm

$ docker rm <container ID>

1-81:~/proje

rom daemon: Conflict,

removal or us

d
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Docker: rm -f

$ docker rm -f <container ID>

1-81:~/proje

rom daemon: Conflict,

removal or us

d

61



Docker Commands #1

o attach Attach to a running container

e huild Build an image from a Dockerfile

o commit Create a new image from a container's changes

o Cp Copy files/folders between a container and the local filesystem
o create Create a new container

62



Docker Commands #2

diff Inspect changes on a container's filesystem
events  Get real time events from the server

exec Run a command in a running container

export  Export a container's filesystem as a tar archive
history  Show the history of an image

63



Docker Commands #3

images List images

import  Import the contents from a tarball to create a filesystem image
info Display system-wide information

inspect  Return low-level information on a container or image

kill Kill a running container

64



Docker Commands #4

load Load an image from a tar archive or STDIN
login Register or login to a Docker registry
logout Logout from a Docker registry

logs Fetch the logs of a container

network Manage Docker networks

65



Docker Commands #5

pause  Pause all processes within a container

port List port mappings or a specific mapping for the CONTAINER
ps List containers

pull Pull an image or a repository from a registry

push Push an image or a repository to a registry

66



Docker Commands #6

rename Rename a container

restart
rm

rmi
run

Restart a container

Remove one or more containers
Remove one or more images

Run a command in a new container

67



Docker Commands #1

save Save an image(s) to a tar archive

search  Search the Docker Hub for images

start Start one or more stopped containers

stats  Display a live stream of container(s) resource usage statistics
stop Stop a running container

68



Docker Commands #8

tag Tag an image into a repository

top Display the running processes of a container
unpause Unpause all processes within a container

update Update resources of one or more containers

version Show the Docker version information

volume Manage Docker volumes

wait Block until a container stops, then print its exit code

69
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Image Size Reduction Techniques

e Squash Image
e Use smaller base image (e.g. Alpine)
e Combine installation commands (RUN in Dockerfile)

71



Squash Image

72



Squash Image

$ docker save <image id>\
| docker-squash -from root -t <tag name> |

| docker load

73



Dockerfile: issue a single RUN command

FROM  <hase image>

RUN aptget install ... |
&& apt-get
&&rm..

74



Use Alpine as Base Image
FROM alpine:latest

RUN <use alpine package manager>

75



ww3eu Image siaa Alpine

FROM  alpine:3.2
RUN apk update && apk add nginx

76



1195<uv Build
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Technology Operations

DevOps



DevOps

Continuous
integration

and testing

Continuous
delivery and
deployment

Continuous
operations
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n1sieaeu Gontinuous Integration s~2 Docker

(v Docker base images 131 Docker Registry

&v Codes ann Version Control (1w Git)

szuuaz build waznagau Docker images d1v5uusiaz Configuration

fia tests sinw ud- Docker image a=gn push 1115w Registry

v, Production azvinnns update Docker images 7°lvsi ldSwitlu Container

https://www.docker.com/sites/default/files/UseCase/RA Cl%20with%20Docker 08.25.2015.pdf
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https://www.docker.com/sites/default/files/UseCase/RA_CI%20with%20Docker_08.25.2015.pdf
https://www.docker.com/sites/default/files/UseCase/RA_CI%20with%20Docker_08.25.2015.pdf

Docker Build Pipeline

u‘-.\
Devveloper
Push
o Production
l =)

\ Docker Prwate
/ Jenkins Registry

Test and
Docker Public QA Server

Registry

| =) T



Jenkins Example

oConsole Output

Started by user
Notifying endpoint 'HTTP: [ [
[EnvInject] - Loading node env1Ponment varlables.
Building remotely on untu d@8) (x86_64 ec? ubuntu linux aufs docker) in workspace
/home/ubuntu/workspace/Swarm- PRs (englne master)
Wiping out workspace first.
Cloning the remote Git repository
Cloning repository
> git init fhomefubuntu{uorkspace!swarm -PRs (englne master) # timeout=18
Fetching upstream changes from hit
> git --version # timeout-18
» git -c core.askpass=true fetch --tags --progress
+refs/heads/*:refs/remotes/origin/*
> git config remote.origin.url h 5 t # timeout=10
> git config --add remote.origin.fetch +Pe+slheadsi” refsiremotes!orlgln!* # timeout=10
> git config remote.origin.url hity g ; y : # timeout=18
Fetching upstream changes from hitp: t
> git -c core.askpass=true fetch ——tags ——progress
+refs/heads/*: refs/remotes/origin/*
> git rev-parse origin/master*{commit} # timeout=186
Checking out Revision e98456ea782c4f55163986bbc6aeb7cfc66765e8 (origin/master)
> git config core.sparsecheckout # timeout=18
> git checkout -f e98456ea782c4f55163986bbcbaBb7cfcb67658
» git rev-list e98456ea782c4155163986bbc6aBb7cfc66765e8 # timeout-10
[Swarm-PRs (engine master)] $ /bin/sh -xe /tmp/hudson6273131858389469814.sh
+ git fetch origin +refsfpullf1715!head refs/remotes/origin/pr/1715
From L
* [new ref] refs/pull/1715/head -> origin/pr/1715

https://jenkins.dockerproject.org/view/Swarm/job/Swarm-PRs%20(engine%20master)/lastSuccessfulBuild/console
83



Jenkins Image

Jenkins

The Jenkins Continuous Integration and Delivery server.

This is a fully functional Jenkins server, based on the Long Term Support release http://jenkins-ci.org/.

How to use this image

docker run -p 8080:8080 -p 50000:58000 jenkins

This will store the workspace in /var/jenkins_home._ All Jenkins data lives in there - including plugins and
configuration. You will probably want to make that a persistent volume (recommended):

docker run -p B8080:8088 -p 50000:50000 -v /your/home:/var/jenkins home jenkins

This will store the jenkins data in /your/home on the host. Ensure that /your/home Is accessible by the
jenkins user in container (jenkins user - uid 1000) or use -u some_other user parameter with docker

run: .
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Jenkins “test-docker” Project

Jenkins test-docker

4% Back to Dashboard .

a s Project test-docker
| Status

= Changes

iy Workspace

f ) Build Mow ;
ﬂg Workspace

(Y Delete Project

= o ) TR
&, Lonigure —z# Recent Changes
[7] sitHub Hook Log —
Permalinks
22 Build History trend =
« Last build #17). 11 min ago
« Last stable build (#17). 11 min ago
o |ast successful build #17). 11 min ago
#7 N IR « Last failed build (#15). 27 min ago
@ #7 SRR e + Last unsuccessful build (#15). 27 min ago
@ #6 A AT R A A « |ast completed build #17). 11 min ago
@ #5 31-Jan-2016 18:1C

& #14 chanwitiapp:14 chanwit/app:latest




Jenkins - Add Plugins

o Docker Plugin
e GitHub Plugin
o w3a Plugin was Version Control szuvudu 4

o Docker Binary inside Jenkins
o w3a Set 7 Docker-common plugin
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Link from Jenkins to Git Repository

Source Code Management

Mone

Cvs

CV'S Projectset
® Git

Repositories

Branches to build

Repository browser

Repository URL https://github.com/c hanwit/springboot-doc ker.git (7]

Credentials R v &= Add
Advanced...

Add Repository Delete Repository

Branch Specifier (blank for'any’) |« e !
Add Branch

Delete Branch

{Auto) v

®
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Build Steps

Build Triggers
Build after other projects are built
Build periodically

¥ Build when a change is pushed to GitHub
Pell SCM

Build

Execute shell

@e®

Command| 4o ker -H tep://128.199.176.151:2375 build -t chanwit/app:$BUILD NUMBER .

docker -H tcp://123.199.176.151:2375 push chanwit/app:$BUILD NUMBER

See the list of aveilable envionment varables

88



GitHub Hook

Services / Manage Jenkins (GitHub plugin) Test service

Okay, the test payload is on its way. X

Jenkins is a popular continuous integration server.

Using the Jenkins GitHub Plugin you can automatically trigger build jobs when
pushes are made to GitHub.

Install Notes

1. "Jenkins Hook Url" is the URL of your Jenkins server's webhook endpoint. For example: http:,//ci.jenkins-
cl.org/github-webhook/ .

For mere information see https:/fwiki.jenkins-ciorg/display/JENKINS/GitHub+plugin.

Jenkins hook url

http://128.199.176.151:8080/github-webhook/

|« Active
We will run this service when an eventis triggered.

Delete service
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Pull from Git Repository

Jenkins test-docker

4% Back to Dashboard
Status
= Changes
Ly Workspace
&) Build Now
(Y Delete Project
& Configure

[7] sitHub Hook Log

.

%% Build History

@ #14 chanwit/app:14

o #13 chanwit/app:13

@ #17  31-Jan-2016 1826
@ #16 31-Jan-2016 18:11

@ #15 14-Jan-2016 18

GitHub Hook Log

Last GitHub Push

Started on Jan 31, 2816 6:25:53 PM
Using strategy: Default
[poll] Last Built Revision: Revision c2614ac8c671b5d1bSBel5@6c7f2d85T5ae8478a
{refs/remotes/origin/master)
> git --version # timeout=18@
» git -c core.askpass=true ls-remote -h https://github.com/chanwit/springboot-

docker.git # timeout=1@

Found 1 remote heads on https://github.com/chanwit/springboot-docker.git
[poll] Latest remote head revision on refs/heads/master is:
45d8674a40b9c70@8b6386738b79156ac55a0C96

Done. Took 1.5 sec

Changes found
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Ready to Deploy

siise Dashboard Explore Organizations Q chanwit/app

PUBLIC REPOSITORY

chanwit/app 1

He ags I L=
Tag Name Size
16 208 MB
17 208 MB

Last Updated

16 minutes ago

a minute ago

L/ |

chanwit
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Onbuild Image

o nifiau Abstract Class 11 O0P
LU

o ONBUILD COPY src/ /app/src

o N IW&a1n sre/ 1in 1l “image gn” maud build
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Java Microservices waz Docker



Java - Spring Boot
http://containertutorials.com/docker-compose/spring-boot-app.html

e Maven Build
e (radle Build
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Java - Spring Boot

Spring Boot Onbuild

Dockerfile
FROM frolvlad/alpine-oraclejdkd
EMV SRC_DIR /fapp/src

ENV BIN_DIR /app/bin
EMY SPRINGBOOT_VERSIOM 1.2.3.RELEASE

RUN apk update &% apk add bash curl unzip
RUN curl -s get.sdkman.io | bash

RUN bash -c "source EHOME/.sdkman/bin/sdkman-init.sh &% sdk install gradle && sdk install

RUN mkdir -p $SRC_DIR
WORKDIR $5RC_DIR

EXPOSE 8838
CMD ["jawva®, "-Djava.security.egd=file:/devw/./urandom”, "-jar", "/app/bin/app.jar"]
OMBUILD RUN mkdir -p $BIN_DIR

OMBUILD ADD . $SRC_DIR
OMBUILD RUMN bash -c “source $HOME/.bashrc &8& spring jar $BIN_DIR/app.jar $SRC_DIR"

springboot $S5PRINGBOOT_VERSION®

Raw
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Java-Tomcat

e A Small Tomcat Image

https://github.com/jeanblanchard/docker-tomcat/blob/master/Dockerfile
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Node.JS



Node.JS onbuild Image

How to use this image

Create a Dockerfile in your Node.js app project

FROM node:4-onbuild

EXPOSE 8888
You can then build and run the Docker image:

$ docker build -t my-nodejs-app .
$ docker run -it --rm --name my-running-app my-nodejs-app

Notes

The image assumes that your application has a file named package.json listing its dependencies and defining its start script.
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Ruby on Rails



Ruby on Rails
How to use this image
Create a Dockerfile In your Rails app project

FROM rails:onbuild

Put this file in the root of your app, next to the Gemfile .

This image includes multiple ONBUILD ftriggers which should cover most applications. The build will Copy .
Jusr/srcfapp . RUN bundle install , EXPOSE 3eee , and set the default command to rails server .

You can then build and run the Docker image:

% docker build -t my-rails-app .

% docker run --name some-rails-app -d my-rails-app
You can test it by visiting http://container-ip:3@088 Iin a browser or, if you need access outside the host,
on port 8080:

% docker run --name some-rails-app -p 8080:30080 -d my-rails-app
i 101
You can then goto http://localhost:8888 or http://host-ip:8086 in a browser.
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Docker Swarm




Concept wavns Clustering

Aau 1.12

wasu Docker Engine viane « sivsauAulu Virtual Engine aaiéien
Wuszuumaans Proxy == Docker Swarm

APl wav Swarm waz Engine 1gaaifiannu

7 Docker Swarm azwanaqu keep “lvi compatibility (2w 1009 (qua
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Cluster Components

e 1Discovery Service
e 1Master
e NNodes
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HA Cluster Components

e JDiscovery Service
o JMaster
e NNodes
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Concept wavnns Clustering: Discovery

o siaviidnavdmsuifiudaya Node
e snnanudunin Cluster Store (KV Store)

o Concept 11 Swarm 3ansananvin Discovery Service
o FEted

Consul

ZooKeeper

File

Node

O O O O
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Concept wavnns Clustering: Strategy

o 1 Cluster & Strategy 1un1s1d3an Node 145 Container
o indfa Spread
o nsxanuluaniide == Performance

o N19AUWIAULT 2 N
o CPU aav Node
o Memory wav Node

o <Binpack
o AAUUUFA
e Random

o du
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Concept wavnns Clustering: Filters

e Health
o  n5av node g
o Port

o n5avnode 7 port Lidneiiv
o Dependency
o Affinity
e (Constraint

func init() {
filters = []Filter{
EHealthFilter{},
RPortFilter{},
&DependencyFilter{},
BAffinityFilter{},
EConstraintFilter{},
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Concept wavnns Clustering: Filters

o Health
e Port
e Dependency

o 21vcontainer ATuvAw 13 lu 2node Waadu

o Affinity
e (onstraint

func init() {
filters = []Filter{
EHealthFilter{},
RPortFilter{},
&DependencyFilter{},
BAffinityFilter{},
EConstraintFilter{},
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Concept wavnns Clustering: Filters

Health
Port
Dependency
Affinity
o &an node a1 container
waa image uu node 1{u o

func init{) {
filters

= [JFilter{
&HealthFilter{},
EPortFilter{},
RDependencyFilter{},
RAffinityFilter{},
&ConstraintFilter{},

Constraint
o dan node a1 label wav node
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Provision Cluster via Docker Machine

o < Docker Machine 1alun sidausia cluster undivlanniauan
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Docker Machine
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Docker Machine

e Tool d1u5uvinnns provision ta3aelvingandaanu Docker

o dumduuiA3avatinvsuingieardaunsatina Container 1u5uginu Cloud Provider "6
2eNFEEAIN

e 1nf Image aztlu Ubuntu

e uuziin Debian 8 (Jessie) Image
o Kernel 3.16
Yeyninae
Test u& Provision 1svnavivuu DigitalOcean waz OpenStack
1 Virtual Network e
i1 Kernel Module daudinvasy

o O O O



Docker Machine Drivers

e amazonec2
e dzlre

e exoscale

e google
e hyperv

rackspace
softlayer
virtualbox
vmwarefusion
vmwarevcloudair
vmwarevsphere
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Docker Machine: create

$ docker-machine create |
—~driver virtualbox \
box2
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Debian Jessie Machine

$ export DIGITALOCEAN_IMAGE=debian-8-x64
$ docker-machine create -driver digitalocean |
\

debian-1gb-sgpl-01:~
# docker-machine create -d digitalocean ocean-1
Running pre-create checks...

ocean-1

Creating machine...
(ocean-1) Creating S5SH key...
(ocean-1) Creating Digital Ocean droplet...

(ocean-1) Waiting for IP address to be assigned to the Droplet...
daiting for machine to be running, this may take a few minutes...
Machine is running, waiting for 55H to be available...

Detecting operating system of created instance...

Detecting the provisioner...

Provisioning with debian...




Docker Machine: Is - List

$ docker-machine Is

NAME ACTIVE URL STATE URL

os-1 - openstack Running tep://xx.XX.xx.Xx:2376
0s-2 - openstack Running tep://xX.xXx.xX.xx:2376

$ docker-machine Is -f "{{ Name}}"

os-1
0s-2

SWARM

DOCKER ERRORS
v1.10.0-xrc2
v1.10.0-rc2

"JSON
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Docker Machine: rm - Remove

e Manual confirmation
$ docker-machine rm os-1
e Auto confirmation
$ docker-machine rm -y os-1
o force remove

$ docker-machine rm -f os-1

/

5L INLAZAVLUARNIN
219zEAvaL
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Docker Engine Options

e &v°lvi Docker Machine
e Liavinnns customize Docker Engine s:v1319n15 provision

U agnAviuailig region
-engine-label region-thai
-engine-label region-china
—engine-label region-usa
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Docker Engine Storage Drivers

AUFS
DeviceMapper (Thin Provision)
BTRFS

Overlay
o u1vAsvsay modprobe Aau

® 61‘8/ --engine-storage-driver 6l"I,L DUCker MaChine
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Docker Engine Logging Drivers
Configure logging drivers

The container can have a different logging driver than the Docker daemon. Use
the --log-driver=VALUE lwith the docker run command to configure the
container’s logging driver. The following options are supported:

none Disables any logging for the container. docksr logs won’t be available
with this driver.

json- Default logging driver for Docker. Writes JSON messages to file.
file
syslog Syslog logging driver for Docker. Writes log messages to syslog.
journald Journald logging driver for Docker. Writes log messages to | journald .
gelf Graylog Extended Log Format (GELF) logging driver for Docker. Writes log
messages to a GELF endpoint likeGraylog or Logstash.
fluentd Fluentd logging driver for Docker. Writes log messages to fluentd (forward
input).
awslogs Amazon CloudWatch Logs logging driver for Docker. Writes log messages fo

Amazon CloudWatch Logs.
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Gelf Logging Driver

gelf options

The GELF logging driver supports the following options:

--log-opt gelf-address=udp://host:port
--log-opt tag="database"
--log-opt labels=labell,label?2

--log-opt env=envl,env2

The gelf-address option specifies the remote GELF server address that the
driver connects to. Currently, only udp is supported as the transport and you
must specify a port value. The following example shows how to connect the
gelf driver to a GELF remote server at | 192.168.0.42 on port 12281

$ docker run --log-driver=gelf --log-opt gelf-address=udp://192.168.0.42:12201
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Discovery in Docker Engine

o farawilu code 1w Docker Swarm mauiidas ¢ &i1erly Docker Engine

o Joptions d1vi5u setup overlay network
e -engine-opt
o -Clusterstore

o -Cluster-advertise
o -clusterstore-opt
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Discovery in Docker Engine

e v Cluster Store
o s Consul

o 5 Node Advertising to Cluster Store
o -cluster-advertise eth0:2376
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Provision on OpenStack

openstack

CLOUD SOFTWARE



OpenStack Network




OpenStack RC File

TWdsvarnwisfileasuas OpenStack
Tuan lsiann Horizon Dashboard

$ source ./openrc.sh (& usidnTranasuudigaasls)
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OpenStack Provision Parameters

o -openstack-flavor-name
o “mlsmall”
o -openstackimage-name
o afu “Debian-8.2-x86_64"
(na1ns18n15 Image “lu Horizon)
o -openstack-ssh-user
o root

o centos
o debian

o -openstack-net-name
o private network name isiawnw Virtual Router

o -openstack-floatingip-pool
o au public_network

public_network
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Provision on DigitalOcean

F\':'-.'-

cf——-\—’/
DigitalOcean



DigitalOcean Provision Parameters

o -digitalocean-access-token
o secret
o -digitalocean-region
o nyed
o sgpl
o -digitalocean-ssh-user
o root

o centos
o debian
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Creating a Cluster

e 1Discovery Service
o 15114 consul

e 1Node d1115u Swarm Master
o 5usin Manager (:flu node ¢ine)

o 2 Node &1115u Engine
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Provision a Cluster
Hands On



Docker Machine: env - Environment

Vfsafanisidausdalid1ds docker & docker-compose i1 Environment Variables
o Hausailng

$ eval $(docker-machine config node-1)
$ docker ps

e |TauGalLLUUAIFINDS

$ eval $(docker-machine env node-master)
$ docker ps
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Docker Machine: config - Configuration

fsiarind docker drsiavnisidaannsiEs Environment Variables
o Sausalnd

$ docker $(docker-machine config node-1) ps
o SausdauLurddinDs

$ docker $(docker-machine config node-master) ps
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Docker Machine: ip - Show [P Address

$ docker-machine ip node-1
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Docker Machine: ssh - Secured Shell

$ docker-machine ssh node-1
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Docker Machine: scp - Copy files across machines

e Amnaan INATINIINLAFaVIY LUBALATaNTT
o Teulidavdnaunadavnaivian

$ docker-machine scp -r ocean-master:/etc/ceph ocean-1:/etc/ceph

138



Using our Swarm Cluster



Ex: 51 Container #1u Zone

$ docker run -d -e constraint:region=-thai nginx

tlne region Hudvfidviuadutavnau provision
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Ex: 51 Container m1u Node

$ docker run -d -e constraint:nodel-master nginx
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Ex: 519 Container wazSuuw Node fiasns

$ docker build -build-arg constraint:node==node-1-t app .
v, container uuTuadis image o app

$ docker run -d -e affinity:image==app -t app
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Ex: Soft Constraint

V61 tild (= ) viiauanda Constraint i$huuwwuy Soft
glu Soft Constraint wda3aw v binseAaxEv run container
$ docker run -d -e constraint:region==~europe -t app

1571016 vue region Tlu europe 15 el app Aaz3uvuu node e Znode ity
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1aa13 Docker Network



Linux vxlan - L2 Network Virtualization

vxlan vinoruuu L2 (151w L2 packet 74 encapsulated siqes L3 wiav network 234)
libnetwork’s overlay driver vinvruuw L3

(Calico driver vinvuuw L3)

Tagunannisialdiniaa‘le service aaws L4 auly Teimauuy
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Network Types

o Bridge
e Host

e (Custom

o i overlay
o usa Calico (3rd party)
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Network Create: overlay

$ docker network create -driver overlay <name>

81 config anéavazitiu network ID 1&eAuviv cluster
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Docker Networking




Container with 2 Networks

$ docker create ...
$ docker network connect <network> <container id>

$ docker start <container id>
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Docker 1.12 Swarm mode

o unne1vann Docker Swarm “lugv concept
o Rewrite from Scratch

e (Concepts of

o Services
o Tasks
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Swarm Mode

. S docker swarm init
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Swarm Mode

Engine

B $ docker swarm init

[] $ docker swarm join <IP of manager>:2377 o



Swarm Mode

. S docker swarm init

. S docker swarm join <IP of manager>:2377
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d419 Services

$ docker service create --replicas 3 --name frontend --network mynet

--publish 80:80/tcp frontend image:latest
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81 Node au

|”” $ docker service create --replicas 3 --name frontend --network mynet

--publish 80:80/tcp frontend image:latest

$ docker service create --name redis --network mynet redis:latest
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81 Node au

|”” $ docker service create --replicas 3 --name fr®ntend --network mynet

--publish 80:80/tcp frontend image:latest

$ docker service create --name redis --network mynet redis:latest
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d07ULNNAINTT Z 01ULAFY

|”” $ docker service create --replicas 3 --name frontend --network mynet

--publish 80:80/tcp frontend image:latest

$ docker service create --name redis --network mynet redis:latest
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I T [ FFuLIzwanaNlsunay

$ docker service create --replicas 3 --name frontend --network mynet

--publish 80:80/tcp frontend image:latest

$ docker service create --name redis --network mynet redis:latest
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.
.
-
.
.
| ][

.
.
..

S docker service scale frontend=6

o |||||

n15 Scale

159



I
IRTEEEE mynet ttee.., . ”l” ”l” 119 Scale

.
.
-
.
.
| ][

.
.
.
.
.
.
.
.
.
.
"
.
------------

S docker service scale frontend=10
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.,
.
O
.

o |||||

e

$ docker service create --mode=global --name prometheus

prom/prometheus

Global Service
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Constraints

docker daemon --label
com.example.storage="ssd"

docker daemon --label
com.example.storage="ssd"
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Constraints il

docker daemon --label
com.example.storage="ssd"

docker daemon --label

$ docker service create --replicas 3 --name frontend --network mynet

--publish 80:80/tcp --constraint com.example.storage="ssd"
frontend image:latest

com.example.storage="ssd"
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Constraints il

docker daemon --label
com.example.storage="ssd"

docker daemon --label

$ docker service create --replicas 3 --name frontend --network mynet

--publish 80:80/tcp --constraint com.example.storage="ssd"

frontend image:latest

S docker service scale frontend=10

com.example.storage="ssd"
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Swarm Topology

Node

Node

Node

Node



Swarm Topology

Node

Node

Node

Node
. Manager

. Worker



Swarm Topology

e Each Node has a role
e Roles are dynamic
e Programmable Topology

Node

Node

Node

Node
. Manager

. Worker



Docker Swarm Communication Internals

Worker Worker Worker




Quorum Layer

Strongly consistent: Holds desired state

Simple to operate

Blazing fast (in-memory reads, domain specific indexing, ...)
Secure



Worker-to-Worker Gossip

f
|
g o J oo J et | e | i J e ] e
I

Gossip network

I
|
I
|
]

e Eventually consistent: Routing mesh, load balancing rules, ...
e High volume, p2p network between workers
e Secure: Symmetric encryption with key rotation in Raft



Services and Tasks

aautgTvailu Docker 1.12+

o docker service create
e 1service & N tasks

i)

==

redis.1 redis:lates! container
redis redis.2 redis:latest container
redis.3 redis:latest container

Services Tasks Containers

|

—e
 m— |

s:
 I— — | —  —

(==

EEJ
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Services are grouped into stacks

redis

Services

redis. 1 redis:latest container
redis.2 redis:latest container
redis.3 redis:latest container
Tasks Containers




Distributed Application Bundle (.dab) declares
a stack

\ Services Tasks Containers

Redis:tag

Service A

Service A Redis:tag
Service B
Service C Redis 3 Redis:tag




Swarm mode orchestration is optional

e You don't have to use it
e 1.12 s fully backwards compatible
e Will not break existing deployments and scripts



Routing Mesh
User accesses

80 | myapp.com:8080

Manager

*
*
*
.
*
*
*
.
*
*
.
*

.
.
:80 T :80 T * :80 T

frontend frontend frontend

Operator reserves a
swarm-wide ingress port (80)
for myapp

Every node listens on 80
Container-aware routing mesh
can transparently reroute traffic
from Worker3 to a node that is
running container

Built in load balancing into the
Engine

DNS-based service discovery

$ docker service create --replicas 3 --name frontend --network mynet

—--publish 80:80/tcp frontend image:latest

=



Routing Mesh: Published Ports

User accesses

8080 | myapp.com:8080
Manager

:8080 T :8080 T :8080 T

frontend frontend frontend

------------------

Operator reserves a
swarm-wide ingress port (8080)
for myapp

Every node listens on 8080

Container-aware routing mesh
can transparently reroute traffic
from Worker3 to a node that is
running container

Built in load balancing into the
Engine
DNS-based service discovery

$ docker service create --replicas 3 --name frontend --network mynet

—--publish 8080:80/tcp frontend image:latest

=



Security out of the box

e Cryptographic Node ldentity

o Workload segregation (think PCI)
e There is no “insecure mode™:

o TLS mutual auth

o TLS encryption

o Certificate rotation



Container Health Check in Dockerfile

HEALTHCHECK —--interval=bm —--timeout=3s
——retries 3
CMD curl -f http://localhost/ || exit 1

Checks every 5 minutes that web server can return index
page within 3 seconds.

Three consecutive failures puts container in an unhealthy
state.


http://localhost/

New Plugin Subcommands (Experimental)

docker plugin install tiborvass/no-remove
docker plugln enable no-remove

docker pluglin disable no-remove



Plugin Permissions Model

S docker plugin install tiborvass/no-remove
Plugin "mikegoelzer/myplugin:latest"
requested the following privileges:

- Networking: host

- Mounting host path: /data

Do you grant the above permissions? [y/N]



Node Breakdown

docker service create

Accepts command from client and creates service object
Orchestrator | Reconciliation loop for service objects and creates tasks

Manager
Node Allocator Allocates IP addresses to tasks

Scheduler Assigns nodes to tasks

Dispatcher Q| Checks in on workers

Worker Connects to dispatcher to check on assigned tasks

Worker

Node Executor Executes the tasks assigned to worker node



Internal Load-Balancer

Multi-host App-Network

B=s
-

- Load-balancer is designed as an integral part of CNM

Works on top of CNM constructs (network, endpoint, sandbox, SD)

Every Service gets a Virtual-IP

Built-in SD resolves Service-Name -> VIP

Service VIP -> Container IP load balancing achieved using I®VS



Ingress Load-Balancer

Public IP

ELB, HA-Proxy, Nginx

(programmed using inlerock)

4
host-port = {172.1.1.10 : 14000} host-port = {172.1.1.11 : 14000}

host1(172.1.1.10) :  host2(172.1.1.11)

-
-
-
-

service1l servicel
sandbox sandbox




Secure by default with end to end encryption

Manager Node Manager Node ‘ Cryptographlc node
identity

» Automatic encryption
and mutual auth (TLS)

- Automatic cert rotation

- External CA integration

Manager Node

@ s

Certificate
Authority

@ s

Certificate
Authority

Certificate
Authority

Worker Worker Worker

@ s a s a s



Docker Compose uw Docker Network



Docker Compose




Docker Compose

e 3Jnlan container unlavAulunga
e Liaasuna application
o LI

app Usznauldsae front Tuenin web uazfi db dusAudiaya

e n145scale Aa5vinluszeu app
o 13u best practice a1n concept wav Pod 1w Kubernetes
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Docker Compose

// \@3unuannaladu “app” e 26 Network $a “app_default”
e web uas db azidinlagsinanulu Network il
version: 2 e anfmladv tmu web dau1snTavnin Dabase

6 nad1véiv postgres://db:5432

services:
web:
build:
ports:
- "8000:8000"
db:

image: postgres
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Docker Compose

// @atNLANNALATUL “app”

version: 2
services:
proxy:
build: ./proxy
networks:
- front
web:
build: ./web
networks:
- front
- back
db:
image: postgres
networks:

- back

networks:
front:
driver:
back:

driver:

overlay

calico-ipam-driver

driver opts:

foo:

bar:

"1"
ll2ll
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Docker Compose - default network

version: 2

services:
web:
build: .
ports:
- "8000:8000"
db:

image: postgres

networks:
default:

driver: overlay

51 default Network +% app

190



Docker Compose - external network

version: 2

services:
web:
build: .
ports:
- "8000:8000"
db:

image: postgres

networks:
default:
external:

name: multihost

a51v Network “multihost” 15187
service nvuiualu app i< “multihost™ (Ilu
default Network
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Up and Run

waan’lwa docker-compose.yml

$ cd app

$ docker-compose up -d
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Docker Compose



Discovery Service

File: compose.yml

consul:
image: "progrium/consul:latest"
contalner name: "consul"
hostname: "consul"
ports:
- "8400:8400"
"8500:8500"

"53:53"
command: "-server -bootstrap-expect 1 -ui-dir /ui"
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Towards Software-Defined Infrastructure
/ Software-Defined Storage (Data Plane)

storage \ ( storage
sernver Server

10.0.0.2 10,003

subnet: 10.0.0.0/24 Software-Defined Network

Data Center #1 Data Center #2 Data Center #3

Software-Defined Storage (Data Plane) /
storage
server

storage

subnet: 10.0.0.0/24

Data Center #2 Data Center #3
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Question ?



