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Deep Dive into OpenStack Networking
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Network/neutron-renaming

This Is our whiteboard for handling the Quantum -> Neutron transition.

Summary: Starting with the Havana release, the OpenStack Networking project's code name Is
Neutron. Quantum iIs no longer used

https://wiki.openstack.org/wiki/Network/neutron-renaming

& ‘@ searchsdn.techtarget.com/news/2240200685/0pen5tack-networking-name-change-From-Quantum-to-Neutron @, ‘i'l'r‘ B W O Oﬂ FEI £

SearchSDN

The OpenStack Foundation has changed the name of its networking project from Quantum to Neutron

due to a trademark conflict with a manufacturer of tape-based data backup systems.
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What i1s Neutron?

Neutron Is an OpenStack project to provide "networking as a service" between interface
devices (e.d., VNICs) managed by other Openstack services (e.g., nova).

Starting in the Folsom release, Neutron Is a core and supported part of the OpenStack
platform (for Essex, we were an "incubated" project, which means use is suggested only for
those who really know what they're doing with Neutron).

https://wiki.openstack.org/wiki/Neutron



Core Services ( 6 Results )

NOVA o 5 NEUTRON = SWIFT [

Compute Metworking Object Storage

Manages the lifecycle of compute instances in an OpenStack Enables network connectivity as a service for other Stores and retrieves arbitrary unstructured data objects via a

environment. Responsibilities include spawning, scheduling Open5tack services, such as Open5Stack Compute. Provides RESTful, HTTP based APL. It is highly fault tolerant with its data

and decomissioning of machines on demand. an APl for users to define networks and the attachments into replication and scale out architecture. lts implementation is
them. Has a pluggable architecture that supports many not like a file server with mountable directories,

popular networking vendors and technologies.

Adoption Maturity Adoption Maturity Adoption Maturity

MORE DETAILS MORE DETAILS MORE DETAILS

CINDER - KEYSTONE R GLANCE O

Block Storage Identity Image Service
Provides persistent block storage to running instances. Its Provides an authentication and authorization service for Stores and retrieves virtual machine disk images. OpenStack
pluggable driver architecture facilitates the creation and other Open5tack services. Provides a catalog of endpoints for Compute makes use of this during instance provisioning.
management of block storage devices. all Open5tack services.

Adoption Maturity Adoption Maturity Adoption Maturity

MORE DETAILS MORE DETAILS MORE DETAILS




NEUTRON
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Networking .

Project wiki page Adoption Maturity Age

View the install guide

© What does this mean?
Find this service in the Marketplace

About this project

Enables network connectivity as a service for other OpenStack services, such as OpenStack Compute.
Provides an API for users to define networks and the attachments into them. Has a pluggable
architecture that supports many popular networking vendors and technologies.




Network
L3 agent§ provider
services

Neutron

server

Neutron Components






Al In One - Controller




CONTROLLER NOVA

CONTROLLER

NOVA

CONTROLLER

S




CONTROLLER

CONTROLLER

NOVA

CONTROLLER

S




CONTROLLER

A .

> e

\ ¥ JH

1
CONTROLLER

I
|
|

"

!
[
[ |

- om = Ny

----'

CONTROLLER

S

NOVA

N
A )

-- m =

p—— L

NOVA

.--L-----

8

NOVA

N
5

~

=

..---

m v




CONTROLLER

e

CONTROLLER

Vo« X

&

NOVA

CONTROLLER

S

NOVA




CONTROLLER

AN

\+ 4

NOVA

NOVA

CONTROLLER

NOVA

-
-
m =

------—--

wm W
-
—----—
N gy gm = =




i

T
< < <
5 0 o
< < = LTI L0 L
mnn
T
T
T
T
T
T
wunn
wunn
nnn
T
mnn
wmmn
o
mnn
nrr
.n“ms,,sw
wamm
mmm
mnn
wononr
.
mnnn
T
LY
LTI
ETLTLTNY
TN
SN
f
AN
TLLLI L)
T
RNRNRERNN
mannn
I
o o 11
L L
- 1
— i
) o)
o x
= =
< 2
Q o
O O

INNENEEER EEN R
s m
nnsn
(L1 LRI
ijnnnnEEER ER R
innniEEER NR R
1 nia
il na
i nm
i
i ni
fjnnnnaERnI nn l
I ni
mmnmnm



NOVA

CONTROLLER

T
(T
T
Addtn sanedil. L1/ 1]}

VINNS nn
THRARENEE gy
b el [T
Ll LU T
SRRl L]
I RNRSAEN gy
e sl 111111 ]
P L 1T T
Ll L T
L Sl T
bRl g T
LU LU T
Ll L T
bl e | 1111111

NOVA

PLLLL Ll T

(L1 LU TTITATY

JT 11711 JERSERTERY

ITTIgIE WA

AT
LW

ALY
1

% ¢ susgsum

AT
I
AL
I
< i
W L L LTI
S LU L LI
(AR uannmn
11 gne I
R L I
LU L i
LRI [[[[]]]]]
11Ny nonn
11 Ingpnn o
L RRLIT L o
(RRLLTLUL )
IINgNE  nenn
RULITIIL I
i "
T R iiosd
11 gy Y0000

vnyug

L0000 rone
2000
rov iy im
Y

/i
Saaitiiin

i
[] ]

V% o0

11 Ine
11
11

*
A3 Y

11 A
LTI

D et

D 00 0000d
hasacaaad
Ao Y

SN
WA,

1nn
(L1

ronyn mnnn

PPPPPP

\\\\\
\\\\\
\\\\\
\\\\\

ROLLER

\\\\\

COl




L_____ .y
L
L___ 8

E_ .
E 9

"Tﬂ Multiple Network Node

i
i

v




CONTROLLER NOVA

NOVA

NETWORK

NOVA




OOOOOOOOOO




NOVA

CONTROLLER

mnnnan

L[]
L[] ]]]
amnn
Mmoo
nne
e,

raudl

N

CONTROLLER

DO
A Y
1nnnnan
n
(] ]
|1}
(11

INNENEEER EEN R
s m
nnsn
(L1 LRI
i na
i na
1 nia
i na
i nm
i
il ni
fjnnnnaERnI nn l
I ni
mmnmnm
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Distributed Virtual Router
(DVR)
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EAST - WEST Traffic
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veth pair

-------------------------

VLAN 1D is converted with flow table
dl_vlan=101 = mod_vlan_vid:1
dl_vian=102 = mod_vlan_wid:2

Tenant flows are separated

by user defined VLAN ID mmw‘

VLAN ID i converted with flow table
di_vlan=1 = mod_vlan_vid:101
di vian=2 = mod_vian vid:102
Physical L2 Switch | YHANLOL

for Private Network VLAN102



TAP Device

veth pair
Linux Bridge

openvswitch

VMO1

Port VLAN TAG

int-br-ex

Port VLAN TAG




TAP Device

veth pair
Linux Bridge

openvswitch

TUN (namely network TUNnel) simulates a network layer device
and it operates with layer 3 packets like IP packets. TAP (namely

network tap) simulates a link layer device and it operates with
layer 2 packets like Ethernet frames. TUN is used with routing,

while TAP is used for creating a network bridge.

A TAP device, such as vnetO is how hypervisors such as KVM and Xen
iImplement a virtual network interface card (typically called a VIF or
VNIC). An Ethernet frame sent to a TAP device Is received by the
guest operating system.



TAP Device
veth pair
Linux Bridge

openvswitch

A veth pair is a pair of directly connected virtual network
Interfaces. An Ethernet frame sent to one end of a veth pair
IS received by the other end of a veth pair. Networking uses
veth pairs as virtual patch cables to make connections
between virtual bridges


http://en.wikipedia.org/wiki/Tunneling_protocol
http://en.wikipedia.org/wiki/OSI_model#Layer_3:_network_layer
http://en.wikipedia.org/wiki/Internet_Protocol
http://en.wikipedia.org/wiki/Routing

TAP Device
veth pair
Linux Bridge

openvswitch

A Linux bridge behaves like a simple MAC learning switch: you can
connect multiple (physical or virtual) network interfaces devices to a
Linux bridge. The Linux bridge uses a MAC caching table to record
which interface on the bridge is used to communicate with a host on
the link. For any Ethernet frames that come in from one interface
attached to the bridge, the host MAC address and port on which the
frame was received iIs recorded in the MAC caching table for a
limited time. When the bridge needs to forward a frame, it will check
to see if the frame's destination MAC address is recorded in the
table. If so, the Linux bridge forwards the frame through only that
port. If not, the frame is flooded to all network ports in the bridge,
with the exception of the port where the frame was received.



TAP Device
veth pair
Linux Bridge

openvswitch

An Open vSwitch bridge behaves like a virtual switch:
network interface devices connect to Open vSwitch
bridge's ports, and the ports can be configured much like
a physical switch's ports, including VLAN configurations.



instance#ip addr
2: ethO: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast glen 1000
link/ether fa:16:3e:42:11:db brd ff:ff:ff:ff:ff:ff
VMO1 inet 192.168.64.2/24 brd 192.168.64.255 scope global ethO
/ inet6 fe80::f816:3eff:-fe42:11db/64 scope link

valid_Ift forever preferred Ift forever

| compute#ip addr
109 : <BROADCAST,MULTICAST,UP,LOWER _UP> mtu 1500 qdisc pfifo fast master
gbrd435e6cba-bc state UNKNOWN glen 500
link/ether fe:16:3e:42:11:db brd ff:ff:ff.ff.ff:ff
inet6 fe80::fc16:3eff:fe42:11db/64 scope link
valid_Ift forever preferred Ift forever

compute#cat /etc/libvirt/gemu/instance-00000001.xml

<interface type='bridge'>

<mac address='fa:16:3e:42:11:db'/>

<source bridge='qbr435e6cba-bc'/>

<target dev=' '[>

<model type='virtio'/>

<driver name='gemu'/>

<address type="pci' domain='0x0000' bus='0x00" slot="'0x03'
function='0x0"'/>
</interface>



Veth palr compute#ip addr

17: qvod35e6¢cba-bc: <BROADCAST,MULTICAST,PROMISC,UP,LOWER _UP> mtu 1500 qdisc pfifo fast
master ovs-system state UP glen 1000

link/ether 1e:8d:cf:23:97:5a brd ff:ff:ff:ff:ff:ff
Inetb fe80::1c8d:cfff:fe23:975a/64 scope link
valid _Ift forever preferred Ift forever
18: gvb435e6c¢cha-bc: <BROADCAST,MULTICAST,PROMISC,UP,LOWER _UP> mtu 1500 gdisc pfifo fast
master gbr435e6cba-bc state UP qlen 1000
link/ether ee:64:c7:31:17:69 brd ff:ff: ff:ff:ff:ff

ineto fe80::ec64:c/ff:fe31:1769/64 scope link
valid_Ift forever preferred_|ft forever

VMO1

compute# ethtool -S gvod435e6cha-bc
NIC statistics:

peer ifindex: 18

compute# ethtool -S qvb435e6cha-bc

NIC statistics:
peer ifindex: 17



instance#ip addr

2: ethO: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast gqlen 1000
link/ether fa:16:3e:42:11:db brd ff:ff:ff:ff:ff:ff

VMO1 inet 192.168.64.2/24 brd 192.168.64.255 scope global ethO

inet6 fe80::f816:3eff:fe42:11db/64 scope link

valid_Ift forever preferred Ift forever
compute#ip addr

19: tap435e6cba-bc: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qgdisc pfifo_fast master
gbr435e6cba-bc state UNKNOWN glen 500

link/ether fe:16:3e:42:11:db brd ff:ff.ff.ff.ff:ff
inet6 fe80::fcl16:3eff:fe42:11db/64 scope link
\ valid_Ift forever preferred Ift forever
ompute# brctl show
bridge name bridge id TP-enabled interfaces
qbrd435e6cha-bc 8000.ee64c7311769 no qvb435e6c¢cbha-bc

tap435e6c¢cbha-bc
ompute#cat /etc/libvirt/gemu/instance-00000001.xml|

<interface type=hridge'>

<mac address=Ta:16:3e:42:11:db'/>

<source bridge='qbr435e6cha-bc'/>

<target dev='tap435e6cha-bc'/>

<model type='virtio'/>

<driver name='gemu'/>

<address type='pci' domain='0x0000' bus='0x00"' slot="'0x03'
function="'0x0"/>
</interface>



' compute# ovs-vsctl show
O pe nVSWItC d766ab40-b367-407d-ac98-a733bed3c3cc

Bridge "br-ethl"
Port "phy-br-eth1"
VMO1 Interface "phy-br-ethl"
Port "br-eth1"
Interface "br-eth1"”
type: internal
Bridge br-int
fall_ mode: secure
Port br-int
Interface br-int
type: internal
Port "int-br-ethl"
Interface "int-br-eth1”
Port patch-tun

qQVOXXX Interface patch-tun
Port VLAN TAG Port VLAN TAG type: patch
br-int options: {peer=patch-int}
Port "tapbf360721-11"
tag: 1

2 Interface "tapbf360721-11"

type: internal
Port "qvo435e6¢cba-bc"

phy-br-ethl

ag: 1
Interface "qvo435e6cba-bc”
br-ethl Port "qr-8a679f69-7d"
tag: 1
ethl Interface "qr-8a679f69-7d"

type: internal



# Ip netns
qdhcp-6af79125-63cb-47cc-b8af-7981e860a73d Network Topo[ogy
qrouter-4cfd7137-86c2-4855-a81a-8a5cf37a85e7

i Small =8 Normal

# Ip netns exec qrouter-4cfd7137-86c2-4855-a8l1la-8a5cf37a85e7 ip addr

13: gr-8a679f69-7d: <BROADCAST,UP,LOWER UP> mtu 1500 gdisc noqueue state UNKNOWN
link/ether fa:16:3e:91:60:f5 brd ff:ff: ff. ff:ff: ff
inet 192.168.64.1/24-b+d-192 168.64.255 scope global qr-8a679f69-7d
valid_Ift forever preferred_Ift forever
iIneto fe80::f816:3eff:fe91:60f5/64 scope link
valid_Ift forever preferred_Ift forever
14: qg-951729dd-88: <BROADCAST,UP,LOWER UP> mtu 1500 gdisc nogqueue state UNKNOWN
link/ether fa:16:3e:8e:2f:76 brd ff:ff:ff:ff: ff:ff
iInet 192.168.32.50/24 brd 192.168.32.255 scope global qg-951729dd-88
valid_Ift forever preferred Ift forever
inet 192.168.32.51/32 192.168.32.51 scope global gg-951729dd-88
valid_Ift forever preferred & forever
iInet6 fe80::f816:3eff:fe8e:2f76/64 scope link
valid_Ift forever preferred_Ift fore

192.168.64.1

SRR
Instance

compute# ping 192.168.64.2
PING 192.168.64.2 (192.168.64.2) 56(84) bytes of datay
~C

--- 192.168.64.2 ping statistics ---
5 packets transmitted, O received, 100% packet loss, time 3999m

¥e/0¥9'891°¢61

compute# ip netns exec grouter-4cfd7137-86c2-4855-a81a-8a5cf37a85¢e
PING 192.168.64.2 (192.168.64.2) 56(84) bytes of data.

64 bytes from 192.168.64.2: icmp_seqg=1 ttI=64 time=7.95 ms

64 bytes from 192.168.64.2: icmp_seq=2 ttI=64 time=1.30 ms

64 bytes from 192.168.64.2: icmp_seq=3 ttI=64 time=0.984 ms

~C

--- 192.168.64.2 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2003ms

rtt min/avg/max/mdev = 0.984/3.414/7.955/3.213 ms

ing 192.168.64.2

Floating IPs

IP Address Instance Floating IP Pool

192.168.32.51 ext
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